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CylwlecTtByeT un
CTaHOQpPTHOeE
obnako?
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CyuwiecTtByeT M CTaHAApPTHOE 06/1aK0?

ZERDE

—

Distributed Management Task Force, Inc. (DMTF)

Interoperable Clouds CT PKDSP-IS 0101-2016
A White Paper from the Open Cloud Standards Incubator ~ ——) «CoBMecTUMBbIe 061aKa»
Version: 1.0.0

Hata BBegeHna 01.01.2017

Publication Date: 2009-11-11
Document Number: DSP-1S0101

Architecture for Managing Clouds CT PKDSP-IS 0102-2016

A White Paper from the Open Cloud Standards Incubator ~— T—) «ApPXUTEKTYpa ANA ynpaBAeHuUs
Version: 1.0.0 6
obnakamun»

Publication Date: 2010-06-18
Document Number: DSP-1S0102 Hata sBegeHna 01.01.2017
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CyuwiecTsyeTt n cTaHAapTHOE 06/1aK0?

I-OCT ISOIIEC 1 7788_20 1 6 IhTEFl'BTATEGIJUNGILFDRSTANDARDIIIZSEIIDN. uuuuuuuuuuuuuuuuuuuu
«UHdopmaumnoHHbie TexHonornn. ObnayHbie BbIYUCIEHUA. uenrocvmarcremmnus  1OCL
O6wure NONOXKEHUA U TEPMUHONOTUAY 2016

[ata Beeagenna 2017.01.11
NHhopMaLMOHHBIE TEXHONOrNM
B ocHose - ISO/IEC 17788-2014 OBMAYHbIE BbIYUCNEHNS
Information technology — Cloud computing — Overview and vocabulary ORKIBR RORCHGHICN N TopARonons

[ISQIEC 17T88:2014, IDT)

OpUIrMHaNbHbIA CTaHAAPT YCTapen U 3aMeHeH Ha

ISO/IEC 22123-1:2023

Information technology — Cloud computing Part 1: Vocabulary
ISO/IEC 22123-2:2023

Information technology — Cloud computing Part 2: Concepts

HIZ3HA0 O hHUMANLHOS
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CyuwiecTsyeTt n cTaHAapTHOE 06/1aK0?

FOCT P UCO/M3IK 17789 NHdopmauUuOHHbIe TexHonorMn. O6aauHble BbIMMC/IEHUA. ITA/IOHHAA

APXUTEKTYpPaA — oCTancA B NpoeKTe
B ocHoBe - ISO/IEC 17789:2014 Information Technology — Cloud Computing — Reference Architecture,

YcTapen v 3ameHeH Ha
ISO/IEC 22123-3:2023 Information technology — Cloud computing Part 3: Reference architecture

FOCT P UICO/M3IK 19941-2021
UHdopmaumnoHHble TexHonornn. ObnauHble BbluucneHunsa. UHTeponepabenbHOCTb U NEPEHOCUMOCTb

[aTa BBeagenna 2022.01.01
B ocHoBe - ISO/IEC 19941:2017 Information technology — Cloud computing — Interoperability and portability

FOCT P UCO/M3IK 19086-1-2019 UHdopmaumoHHble TexHonormn. ObaauHble BbIMUC/IEHUA.

CTpyKTypa cornaweHusa o6 yposHe obcnyxmusanua (SLA). Yactb 1. 0630p 1 KoHuenuum
ISO/IEC 19086-1:2016 Information technology — Cloud computing — Service level agreement (SLA)
framework Part 1: Overview and concepts
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CyuwiecTsyeTt n cTaHAapTHOE 06/1aK0?

CTPKISO/IECTS 23167-2022 «NHPOpMaLMOHHbIE TEXHONOTUMN.

O6nauHble BbluucneHUA. ObLme TEXHONOTUU U MeToAbI»
Pa3paboTumnk: PITl "Ka3zaxcTaHCKMN MHCTUTYT CTaHAAPTU3aLUUMU U METPOSIOTUN"
NaTa pencteua c: 01.07.2023

[NaTta obHoBneHus: 25.09.2023

B ocHosBe:
ISO/IEC TS 23167:2020 Information technology — Cloud computing —

Common technologies and techniques
O6HosneH B 2023.

Bepcua s PO:
FOCT P 70860-2023 NHdopmaLmoHHbie TexHonorum (UT). ObnauHbie
BbluMcaeHua. ObLme TEXHONOrMN U MeToApbl
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KRyaa aAsuxKertca
06/1a4HbIN PPOHT?
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LLO/lbl HeyaepXXMmo pactyT, n obnaka scaeg 3a HUMMN

In terms of overall megawatts, how would you describe the capacity of your data centers? Is overall
capacity growing, flat or shrinking?

B Growing
COLOCATION H Flat ENTERPRISE
—95 =278
(n=95) B Shrinking An227e)

> 4
=/ Ly::tlme4

uptlme UPTIME INSTITUTE DATA CENTER CAPACITY TRENDS SURVEY 2022 e F INTETLIGENCE
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[pansepbl pocta o6HoBNeHUA UT-UHPPaACTPYKTYpbLI

2021
(n=‘| 53) 2022
(n=229)

65%

Modernization of
62% existing applications

63%

Supporting new IT applications
55%

56%

48% Overall IT demand growth

Reducing power consumption

31%
22%
uptime 22%
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OaHaKo Habnrpaetca n gsuxeHme us obnaxkos

In the past 12 months, has your organization moved (i.e., permanently terminated) any of its production
applications from a public cloud provider to a colocation facility or to your own data center(s)? (n=164)

Yes (to our own
data center/s)

No

Yes (to a
colocation
facility)

uptime
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OaHaKo Habnrpaetca n gsuxeHme us obnaxkos

Which statement best describes the overall impact to your organization of moving applications from public
cloud? (n=39)

88%

No significant
reduction in cloud use

Significant reduction or
abandonment of cloud

//
uptime / ///
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OaHaKo Habnrpaetca n gsuxeHme us obnaxkos

Which statement best describes the overall impact to your organization of moving applications -
from public cloud? (n=43) .

It has somewhat
reduced our level of
public cloud usage

It has increased our level
of public cloud usage

There has been no
change in our level of

public cloud usage We are no longer

using public cleud

It has Slqnmcantly/

reduced ouF e»el

8% m
pubhc cloud us age

(“Don’t know" responses are not included; all figures rounded) // /
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RaKoBbl NPenATCTBUA
ONA POCTa U MPUYUNHDI
yxoaa u3 obnakos?
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1. HepoctatouHoe reorpadpuyeckoe nNoKpbiTue

If your primary cloud provider does not have the geographic coverage that your organization requires in a
specific country / area, what approach does your organization take? (n=65)

HEEEEPREREN

We use our own data center(s) . . . . L4% . . . .

We use a colocation facility that provides . . . . 299, . . . .
coverage in that country / area . . . -

We use an alternative cloud prowder that . . . . 27% . . . .
uptlme provides coverage in that country / area /
INSTITUTE
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2. BbICTPbIA POCT CTOMMOCTU YCAYT

Which of the following best describes your organization's reason for moving applications
from public cloud? (n=43) C

42%

Cloud spending was

greater than expected
Performance was

not as expected We experienced a

I 0% data security breach

Developing / supporting
cloud applications was more
challenging than expected

A change in legislation./” //

We did not experience
a data security breach,
but we now believe

public cloud is Insecure compliance maﬂe pu@.tc clgud

uptlme inappropriateforoufapptication’s
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3. HeapanTMpoBaHHOCTb NPUIOKEHUN

Which of the following best describes your organization’s reason for moving applications from
public cloud? (n=43)

. Cloud spending was greater than expected

Developing / supporting cloud applications
was more challenging than expected

A change in legislation / compliance made
public cloud inappropriate for our applications

We did not experience a data security breach
but now believe public cloud is insecure

Performance was not as expected

Other

U pt|me (Only responses from enterprise owners / operators are included.)
INSTITUTE (All figures rounded.)



3. HeapanTMpoBaHHOCTb NPUIOKEHUN

Thinking about production applications that were moved from public cloud by your organization, were they
primarily new applications developed for the cloud or existing applications? (n=39)

2%
B Existing applications [ New applications B New applications [ Existing applications
migrated to developed for a developed for developed for our
public cloud hybrid environment public cloud own data center(s)

uptime
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4. HapexXHOCTb UHPPACTPYKTYpPbI NpoBanaepa

Public cloud is resilient
enough to run all of our
mission-critical workloads

Public cloud is NOT resilient
enough to run any of our
mission-critical workloads

18%

Public cloud is resilient
enough to run most of our
mission-critical workloads

Public cloud is resilient enough
to run only some of our

uptlme mission-critical workloads
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4. HapexXHOCTb UHPPACTPYKTYpPbI NpoBanaepa

Has your organization experienced a major outage(s) caused by a problem with a third-party
IT provider over the past three years (n=186)? If so, what are their most common causes?
Choose no more than three (n=78)

Software or 65%
configuration error

Networking / 0
connectivity issues 23%

Mechanical or o
electrical failure 23%

Overload / congestion P
/ capacity issues 17%

. Malicious cyber-attack
uptime .
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5. BO3MOXHOCTU MaclwTabnposaHMA pecypcoB npoBanaepom

Has your primary cloud provider ever failed to provide resources when requested by your organization? (n=126)

YES NO

(Responses for “Don’t know" are not included.)
(Only responses from enterprise owner / operators are included.)

uptime
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6. UHbopmaunoHHana 6e3onacHOCTb

What are the main reasons you do not place mission-critical workloads into public
clouds? Choose no more than three.

Financial (n=21) Other industries (n=215)

71% Regulation and 17%
Cﬂmpllance concerns

Data security
0 63
62% concerns %0

Data center architecture 0
0
43% / resiliency concerns
38% Data center operations
concerns

e
Corporate, financial, or — //
Uptlme 33% legal stability of cloud [RF&H ) //
TRISTSLLE providers concerns / / _ /|/



6. UHbopmaunoHHana 6e3onacHOCTb

Over the past three years, which of the following have been the most common causes (if any) of data center
cybersecurity issues / problems that have affected your organization? Choose no more than three. (n=273)

30% IT vulnerability and patch management issues

25% Network configuration issues

36% 64% 25% IT configuration issues

Have not Have had

had any cybersecurity

cybersecurity issues 19% Third-party IT service-related issues

issues (e.g., public cloud, software as a service)

Uptlme 129% Physical access issues
INSTITUTE e e

14% Cybersecurity incident handling procedure issues //



6. UHbopmaunoHHana 6e3onacHOCTb

What are your organization’s top concerns in terms of cybersecurity? Choose no more than three. (n=273)

Confidentiality of
customer data -
Maintaining
availability
Loss or
corruption
f dat i :
il Ransomware Protecting Meeting Theft of

image./ compliance jntellectual
reputation  mandates  property /

trade secrets

0
26 A) Monetary

damages

uptime
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18-19/07/24: Cambii poporou cb6ou B uctopmum -
CrowdStrike / Microsoft

rno6anvHbin otKas OC Microsoft

2 VHUUAEHTa B O4HOM CObbITUM:

Owunbkmn B o6HoBNAeHNN MO CrowdStrike u oTKas 30HbI 4OCTYNHOCTU
Microsoft Azure 8 CLLA

BocctaHOB/1IeHMe 3aHANO0 OKON0 Heaenu

CosokynHble notepu — 10-15 mapa ponnapos, notepu ANA KOMNaHUM
Fortune-500 - 5.4 mapa ponnapos

KTO BUHOBAT U 4YTO OENIATb???

’~
uptime Z /// ’



HekoTopble BbiBOAbI U3 CUTYaALUN

1. BuHa CrowdStrike oyeBmnaHa, 0AHAKO K/IMEHTbl MACcCOBO NPOUTHOPMPOBAU
TecTMpoBaHMe o6HOBNEHUA Nepen 3anyCKOM B NPOAAKLUH

2. HeocmoTpuTenbHO nonaratbCa Ha aBTOPUTET NPOBaAepa, AarKe ec/in 3TO
KOMMNaHUA C MUPOBbIM MMEHEM

3. OueHmnBaNTe CTPOEHME BaLLEN aPXMUTEKTYpPbI. Mcnonb3ynte pasHbIxX
NpoBanaepoB, Aenamte 63kanbl B pa3Hbix AZ

4. NMOMHUTE, YTO CaMble YacTble MPUYNHbI OTKAa30B CEPBUCOB — MO BUHE OLLINOOK
codTa U KOHPUTYPUPOBAHUA

H. MNMpowusoweawmnin cayyam cBOAUTCA He TONbKO K owmnbkam B 10, HO U K
4yesloBeYeCKMM oWwmMbKam, ynpaBaeHYeCKMM npocyetTam u npobenam B
npoueccax ynpaB/ieHNA PUCKaMU

6. Jltobaa HeraTMBHAA CUTyaUMa HenpeacKkasyema. Yem nyylle Bbl OLEeHUBAETe
PUCKN 1 TOTOBUTECH K HUM, Te Bonee Bbl 3aLLMLLEHbI ‘7

7. OanbHenwee ABuKeHWe B 0bnaka byaet HOCUTb XapaKTep bonee TLLI,aJZen/HBVI

upt|me OLUEHKM nNpoBanaepa n bonee cTporom NPoBepKu pa6OTOCH0606HOCTMMC =

INSTITUTE ocobeHHO mission critical //




UT-06LWwecTBEHHOCTb ULLET HOBbIE peLleHuUs

ome = Network Resources Intelligence Notes = Events = # Discussions Members ‘ Search

Discussions in Data Center Formats, Public Cloud Services ¢  Other Discussions

@ Follow Question Should data centers be clas:

B N e Natlonal Infrastructure"
‘osted:; o¢ pPIember £4, 2024 —%._‘- ater Jud ge + Ot 4 20724
Moves To and From "External" Cloud :

Currently looking for vendor
Who has migrated your systems to and external cloud supplier and then moved them back in- center asset dlSposal and ol
house? By Jason Morra on Sep 24, 202

Has anyone tried to use AR
glasses for remote support

",1-‘- e ii[ dres N o 0]

If you have moved them back, what were the reasons? Security? Cost? Something else?
Can you share any specific reasons such as whether the "fee" increased significantly after the )
contract was signed, whether leadership discovered that we were no longer the sole owner of Trldlum Nlagara asaDCIM ¢
the data, etc.? By Amos McCormick on Aug 2

0/

‘{t e
(TS

Looking for best practic: /

Visibility: All Inside Track Members : /dlsposal cross d t
~ By Jastn Mopg@*on Aug

o : /

u ptlme ‘ategories. Data Center Formats  Public Cloud Services o
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JanbHeUwne pekomeHaaumm AnAa KANEHTOB

1. O6bnaka byayT pactu. PUCKM OTKA30B — ToXKe. TLAaTeNIbHO NOAX0AUTE K OLEHKe
BAaLLNX PUCKOB N METOAAM UX MUHUMU3ALNMN.

2. NMomHUTe, KTO 3a 4YTO OoTBeYaeT. [lpoBanaep OTBEYAET 3a HEMPEPbIBHOCTb
CepBUCOB Ha cBOeK Hase, KAMEHT — 3a YCTOMYMBOCTb CBOEN MHPPACTPYKTYPbI.

3. YuuTbiBanTe, YTO NpoBanaep ycayr npeanaraet cbanaHCMPOBaHHOE COYEeTaHMe
GYHKUMOHANbHOCTU, LUEHbI N MPOU3BOAUTENIBHOCTM. ITO HE BCErAa BbICOYANLLUNM
ypOBeHb 3a bonblIne AEHbIN.

4. Tlpn mUrpauum oLEHNBANTE BO3MOXKHOCTU BaLLUX NPUNOKEHUN. TecTupymnTe,
NpoBepsanTe, CpaBHUBAUTE.

5. Mo BO3MOXKHOCTM He noslaranTecb Ha OAHOro NPoBanaepa. 3TO HE 3HAYUT, YTO
OH MJIOX — 3TO MPOCTO CHUXAET BallN PUCKMU

6. byabte NpoaKTUBHBLI, yYUTECHb, 0OLWANTECH, NPUMEHANTE 3HAHMA HA NPAKTUKE
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